REE LR B95%E 3 - 4% 201653 A3

Dogobuoboboooboobbdagon
Dogobooboobobggog
Doooboobobogobuodgbogn

gobtoobooobooboboobn
gobooboooooon






WS ORLFEA TR O & OBIFRIC 510 %5 {5 v R ik i O
ERIRLIE D RO Z O HREFERICH 3 SO D
—KEO NERHICHEDMR ] ISR HHPRER L FARD L LT

Abstract

This paper clarifies the extent of government’s authorized access to
information on cell phones and similar communications terminal devices
under Paragraph 200 Article 21 of the Constitution of Japan, which pro-
tects the* secrecy of any means of communication This paper con-
siders the U.S. standard that was established by the 2014 decision, Riley
v. California. In this case, it was decided that the police must obtain a
search warrant before they access the digital data on a cell phone seized
from a person who has been arrested. The U.S. Court decided that it
would be unreasonable to allow a search without a warrant, since the
amount and variety of information on a cell phone often are enough that
the police are able to reconstruct much of the suspect’s private life. The
U.S. Court also held that the extent of a warrantless* search incident to
an arrest” is limited in the sense that it is allowed to find hidden
weapons or prevent the destruction of evidence, and that this doctrine
does not allow warrantless searches of cell phone data after an arrest.
However, it does not fully explain the difference in the relevance to
privacy between data on communications terminal devices and those on
other devices or commodities. In Japan, Constitutional rights for secre-
cy of communications do not, in principle allow the police to implement
a warrantless" search incident to arrest” to the content of communica-
tions terminal devices including a cell phone or any other communica-
tions facilities, regardless of its relevancy to privacy. This norm strong-
ly protects communications users by preventing the police or other
governmental agencies from having voluntary access to the communica-
tions terminal devices and data on them. It is thus concluded that the
secrecy of communications plays an important role to distinguish data
on communications terminal devices from those on other devices in

terms of the extent of Constitutional protection.

Keywords: Constitution of Japan, secrecy of any means of communi-
cation, terminal devices, cell-phone handset, Fourth Amendment, Riley
v. California, search-incident-to-arrest
00000DbO0000ObOO000Ob0bOOo0o0obObOOoOoOooobOooooo
0000o0ObOOoOooobooooooooo



174 =

g o 0O

gboooobbomobooboob2100ooobooooobooDbon
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gooOoowoooOoooOooOoOoOoOOoOoODODODOODOODDODODODO
gbobobooboobooboobobobobooooooboobobon
gboboboobooooobooboboboooboobooooobooobobob
0020000 odoo0oo0o0oo0ooooDooooooUoDo
gbooobooobobooobooboobo@moboobobooobooD
gboboooooo

gboboooooboobobobobooooobooboboboooboooss
gooseoomoooboooooooomoooooooooboobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
goooooomoooooobooobooboobooooobouooboon
gbobobooboobooboobobobobooooooboobobon
Oo0000oooO00@ouooo0o00ooo0oooooooooooo
gooooooooooooooooboboomoboooooboooboon
gboboboobooooobooboboboooboooooooobooboobon
gooobooobobooobooboobomoboobobooobooD
oo00o0ooo00ooo0oUOoooU0o400U0oDoooUooooooooo



ST ORLET O & OBIRIC 150 5 I AR O
BB S1 ROL OIET B HEAIIT S EREDH 0 )y .
K0 [ BT S WIS T kL

obOoobcobooooboooooboooboobooboobOoooOommoonsa2o

ooobooooobooooooocoboboboooooboOoooboboOooobooOooo
ooooooooon
obooobotb2b0b0o0oobooooooboooboboooboooOooobooboOoo
ooobooooobooooooocoboboboooooboOoooboboOooobooOooo
ooobooooobooooooocoboboboooooboOoooboboOooobooOooo
ooodobooboooomoooboooooooooooaoo
oooooooooooooboooooooomoooooOooooon
gooboodoooooooooooboooboooooooooooaon
gooboodoooooooooooboooboooooooooooaon
gooooooodooboooboooooooooodoooooooogon
gooboodoooooooooooboooboooooooooooaon
ooobooooobooooooocoboboboooooboOoooboboOooobooOooo
boobobooooobobooboobooboboobo2200000000
ooobooooobooooooocoboboboooooboOoooboboOooobooOooo
ooooocooo
gobooooooocobobooooboooooboooobooooooooo
ooobooooobooooooocoboboboooooboOoooboboOooobooOooo
gooboodobooobooboooooobooooobboooooooanon
ooooodooooooooooboooooooooodooooaon
ooooooobooooomooooooooooooooooonon2:
ooooodooooooooooboooooooooodooooaon
ocooooooooooboooboOobob02z10OobOObOOObOOObODbObODObObOOO
ooooodooooooooooboooooooooodooooaon
ogoosooooOoOoOoOoOoOoOOOOOOOOOOOOOOODOODOOO
ooobooooobooooooocoboboboooooboOoooboboOooobooOooo
ooobooooobooooooocoboboboooooboOoooboboOooobooOooo



176 =

gboboboobooooobooboboboooboobooooobooobobob
gbobobobooooooboonDoo
gboboooooobooboboboboooooooboboboobooon
00000000oooooooooooooooooOooUoooooPCo
gboboboobooooobooboboboooboobooooobooobobob
gbooobooobobooobooboobooo@moobobooobooD
gbobobooboobooboobobobobooooooboobobon
gooooooOooOoOoOoOOOOOOODOOODSMDODOODODODODOO
gbobobooboobooboobobobobooooooobobobon
gbobobooboobooboobobobobooooooobobobon
gbobobooboobooboobobobobooooooobobobon
gbobobooboobooboobobobobooooooobobobon
gboboboobooooobooboboboooboooooooobooboobon
gboboboobooooobooboboboooboooooooobooboobon
gboboboobooooobooboboboooboooooooobooboobon
gboboboobooooobooboboboooboooooooobooboobon
gboboboobooooobooboboboooboooooooobooboobon
gboboboooooboobobobobooooooobobob
gboboooooboboboboooooboobobobobobooon
gbobobooboobooboobobobobooooooobobobon
gbobobooboobooboobobobobooooooobobobon
goooooOoOoOoOoOoOoOOOOODO™MOOOOODOOODDODODODO
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gbobob2az00oooogooobooboboobooooooobooboobon



ST ORLET O & OBIRIC 150 5 I AR O
BB S1 ROL OIET B HEAIIT S EREDH 0 )y -
K0 [ BT S WIS T kL

TF

gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooooboboboooooonog

U booboobboobodobogn

gboboboobooboobobobobobooooooboobobo
oooboooooooooobobotob2b0ooooooobooooboooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gbobooooooboobaobdo

gboboooboooboboboboooooobooboboboboooboo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gboobooboboobooboboooboobobooboombooboo
gbooboooooboobooboboboobooooboobobobooooo
gboboooooboobobobobooboooboobobobobooooo
oooboooooobooooobooooooooooobboomooboooo
gboobobboobooboboobooboboobooboomao
O000oooOo0oO)oooooooooooooooooooooo
gboobobbooboobobooboobobooboobmmoobo
goboooboooboomoooobouooooobooboooooboooo
gbooboobobooboobobooobooboboobomobooboo
gbooboomoobooboobooboobooooboobooboo
gbooboobbooboomooobooboobooooboobooboo



178 =

gbobobobooboobooboobobooobooooooboobobo
gb210000000000b00b0b000oo0ooOobob0boobooon
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboooooobobooboooboooboobooboboboooobooon
gboboboobooooobooboboboooboobooooobooobobob
gpo°000oo000O0O0O0p022100000000L0OOoODODoODDODODOD
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gboboboooboobobobobobooooobooboobon
gb20000ooooooooobbooobooooooboooobooo
gbobobooboobooboobobobobooooooboobobon
gooobooobmobobooboobooboooboobobooobooD
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
0000oooooooo0Uoooo®™moooooooooooooooo
gbobobobobooobooooboboboboobb200booobooobon
00o00000Uo0oo00o0o0oU0UoooOoOoooUooooooo*oO
gbobobooboobooboobobobobooooooboobobon
gbooboobmobooboobobooboobobooboob
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
goboooooobooobboooboobooooobbob2boooooooon
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboooboooboobooobooooooobooboboboboooboooboon



ST ORLET O & OBIRIC 150 5 I AR O
BB S1 ROL OIET B HEAIIT S EREDH 0 )y 179
K0 [ BT S WIS T kL

TF

gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gboboooooboobobobobooboooboobobobobooooo
O0000000ooO0o0oooO0oooooOo®wWoouooooooo
gboboboobooboobooboboboboooooboobobobo
goobooboooooboobooboboboboobooobooobooboobon
oobomoooooboooobouooboooobooboooooboooo
gboboooooboobobobobooboooboobobobobooooo
0000U00ooooooUooUoooo®oooooooooooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gboobooboboobooboboooboobomoooboobooboo
000000U0oooo0o0o“wWoooomoooooooooooooao
gbobooooobooboboboboobobooboobobooooboon
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboobooomoobooboooooobooboboboboooonDo
gbobobooboooooboobobobooboooooooboobobo
gbooboooooboobooboboboobooooboobobobooooo



180 [ <

goobooooobboooboboooobboobobboooobobooobo
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
goooboooboboooboobooooboobobooobooD
gbobobooboobooboobobobobooooooboobobon
0oo00o0oU0ooooOoOoOoOo¥® 0WMOoOoooooooooooooooo
gbobobooboooboobooboboboboooooobobobob
gbobobooboooboobooboboboboooooobobobob
ooooosg
gbobooooobobobobooooooboobobobobooon
gbobobooboooooobobobooboobooooooboobobob
gbobobooboooooobobobooboobooooooboobobob
gooboooobobooobboooobbooobobbooooboboooD
gbowLBgbooooooooboobobooobooobooooboboDbo
00ooo0o0oOooOooooOoOoOoOoOoOoOOOOOOOOOOOOYDoOoOOo
gbobobobobooboomooooobooboboboboooboooboon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob



WS ORLFEA TR O & OBIFRIC 510 %5 {5 v R ik i O
%%ﬁEdOT&U%@W@ﬁ»%‘Hi&q:%j‘?%%%@% V)jj 181
—KEO NERHICHEDMR ] ISR HHPRER L FARD L LT

TF

D000000000000000000000000000000000
000000000000000000000000000000000
D000000000000000000000000000000000
D000000000000000000000000000000000
D000000000000000000000000000000000
D000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
D000000000000000000000000000000000
D00000000®N000000000000000000000000
00000000000000000000M0000000000000
D000000000000000000000000000000000
D000000000000000000000000000000000
D000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
D000000000000000000000000000000000
D0000000000000000000000®0
000000000000000000000000000000000



182 =

0000000000000000000000000000000000
0»00000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
00000000000000000000000000000000000
00000000000000000000000000
000000000000000000000000000000000
0000000000000000000000000000000000
00000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000

U tooudutgguogdgoogougoogougoooood

3.1 ODO0O0Oooobobobooboobooobooonoo
gboboooooobooboboboboooooooboboboobooon
000000000000 oooUooooUDoOooo)*0D0ooo



S {EORE T ROV & OBIFIC 150 5 {5 AR O
LIRS0 RO Z DPYa T AHERICH T Ak D 0 ) 183
—KEO TR RS 1) BT 2 R & S ) L L -

gobooboooobooboo@uobmoooboobooobooo
goboobooooboobooboboobboooboobooobooo
goobooboombtbodoooobbbooooobbooooooo
goboobooooboobooboboobboooboobooobooo
0 00O Osearch incident to arresttD D 000000000000 OOOO
gobooboooboobooboboobbooobooboobobooo
goboobooobuooboobbooboobboobboobbooo
goboobooobuooboobbooboobboobboobbooo
goboobooobuooboobbooboobboobboobbooo
gobodoboobooobuooboboooboobboobuooobuoobobo
ggooobboodooo@muooobobobbooooobbbbooo
goboobooobuooboobbooboobboobboobbooo
gobooboooboobooboboobbooobooboobobooo
gobooboooboobooboboobbooobooboobobooo
0000000000000 O0D0O00OOThe right of the people to be se-
cure in their persons, houses, papers, and effects, against unreasonable sear-
ches and seizures, shall not be violated, and no warrants shall issue, but
upon probable cause, supported by oath or affirmation, and particularly
describing the place to be searched, and the persons or things to be
seized. [ 0000000000 DOO0ODOOODDOOOOOODOOODODOO
goboobooobuooboobbooboobboobboobbooo
goboobooobuooboobbooboobboobboobbooo
O000000O0O0O0O0O0ODODODOODOODOZ%0
ggoooobooboobobooboobobooobuoobbooboo
0000000000000 0000D000oO0o0oooooooooo=0
goboobooooboobooboboobboooboobooobooo
0000000000000 0ooo0ooDooooo*¥0000o0o0oooon



184 =

gdboboooboobooboboobboooboobooboboobooo
goooobbbbobobobooooooooooooobobooooo
0200000000000191400000000WeeksOOODOO?00
gobobooboobooboboobtooobooboobDbuoobooo
00o0000oo0oooooooZ00000o0o0oooooooooooon
goboooobooobod

O000O00oogeseoooooooChimelD00O0OO0200000
0000000000000 00D000000000000D00Osafetyd O
00000000000 0000000concealmentd 00 OO O destruc-
tionD0 000000000000 DODO00OO0O0ODO00OOO00O0OUOoDDO
0 0 O O within his immediate controlJ 0 000000000000 00O0O
0000000000000 UoUUUoOOoO® O

0000197300 000000Robinson0 00 0O0®0D 00000000
000000000000000000000 DO the need to disarm the sus-
pecttD 000000000000 OODDOOODOOO the need to preserve
evidence on his person[J 0000 0O0O0O0OOOOlawful custodial
arrestt3'0 0000000000000 O0ODOODOODOODOODOOOOO
godoboobobooooobobboood@ooooobboooooo
ggboobogooboobooboboobooobooboobbooboon
000® 0000000000000 0oooooooooooooooo
goobobomoboobooooooooDobobobomobooboo
ggboobogooboobooboboobooobooboobbooboon
ggboobogooboobooboboobooobooboobbooboon
00000000000 0Uo®Woooooooooooooooooo
gdboboooboobooboboobboooboobooboboobooo
gdboboooboobooboboobboooboobooboboobooo
0000000000000 00000000000%*¥0



WS ORLFEA TR O & OBIFRIC 510 %5 {5 v R ik i O
%%ﬁEdOT&U%@W@ﬁ»%‘Hi&q:%j‘?%%%@% V)jj 185
—KEO NERHICHEDMR ] ISR HHPRER L FARD L LT

TF

0000200000000 0Gant0 0000%0000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
00000 MO00000000000000000000000000
JO0D000000O0Opassenger compartment 0 00000000 OOOO
000000000000000000000000000000000%0
0000000000 D000D000D000D000DN0N00Nnoon
0000000000 D000D000D000D000DN0N00Nnoon
0000000000 D000D000D000DNOoonoooooon

O000000ooOo0o00o0o0ooooOoo®ooOooDooUoooDooOo
O00oo0o0ooooooooo®®n

3.2 J0OO0bOOoobooooon

000000000000 00O0oo20400000000000Rileyd
0000®*o000ooooooo0ooooooooooooooDooo
gbobooooooobobobobooboooboooboobobobooobooo
gbobooooooobobobobooboooboooboobobobooobooo
gbobooooooobobobobooboooboooboobobobooobooo
gboboooooboboboboooobobobobooboo

gboboboobooboobooboboboboooooboobobobo
gboboooooboobobobobooboooboobobobobooooo
goboooobooooobooobooboobomooooooboooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gbobooooooboobobobobooobooooobooboboobooooo
gbobooooooboobobobobooobooooobooboboobooooo
gbobooooooboobobobobooobooooobooboboobooooo



186 [ <

0000o0o0ooooo0o0UooooooooUo“ooooooooo
gboboboobooooobooboboboooboooooooobooboobon
gboboboobooooobooboboboooboooooooobooboobon
gboboboobooooobooboboboooboooooooobooboobon
gboboboobooooobooboboboooboooooooobooboobon
gboboboobooooobooboboboooboooooooobooboobon
gbobobooboobooboobobobobooooooobobobon
Oo0o0oooooo4o
gbobooooobobobobooooooboobobobobooon
gbobobooboooboobooboboboboooooobobobob
gbobobooboooboobooboboboboooooobobobob
gbobobooboooboobooboboboboooooobobobob
gbobobooboooooobobobooboobooooooboobobob
gbobobooboooooobobobooboobooooooboobobob
goomoboobobobooboobooooboobobooboob
gbobobooboooooobobobooboobooooooboobobob
gbobobooboooooobobobooboobooooooboobobob
gbobobooboooooobobobooboobooooooboobobob
gbobobooboooboobooboboboboooooobobobob
gbobobooboooboobooboboboboooooobobobob
gbobobooboooboobooboboboboooooobobobob
gbobobooboooboobooboboboboooooobobobob
O0000o000oOooooooooooo®o
ubmobobooooboobobooboobooboboobon
gbobobooboooooobobobooboobooooooboobobob
gbobobooboooooobobobooboobooooooboobobob
gbobobooboooooobobobooboobooooooboobobob



ST ORLET O & OBIRIC 150 5 I AR O
BB S1 ROL OIET B HEAIIT S EREDH 0 )y 87
K0 [ BT S WIS T kL

TF

gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gbobobooobooooooboboooobooobboooboooooobo
O¥00000ooooooooosd
gboboboboobobooboboboboooboooboboooboooonDo

gbobooooooobobobobooboooboooboobobobooobooo
gbobooooooobobobobooboooboooboobobobooobooo
gbobooooooobobobobooboooboooboobobobooobooo
gbobooooooobobobobooboooboooboobobobooobooo
gbobooooooobobobobooboooboooboobobobooobooo
gbomoboooooboobooboboobooboooobooboboobo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
ooboooboobooooobooboobooboo@ooooboooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboobooboboobooboboooboobobomoboobooboo
gbobooooooboobobobobooobooooobooboboobooooo
gbobooooooboobobobobooobooooobooboboobooooo



188 [ <

gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
O000o0o0ooooo0o0UOosoooooooooooooooooo
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboooboobogo

vboboooooboobobobooooobooobooboboboboon
gboooboobobomooboobobooboobobooboon
gbobobooboobooboobobobobooooooboobobon
ooo400000ooO0oO0oo0ooO@moooUoUooooooooooo
ooo00o0oU0o¥000ooO0o0o00o0oOoooOoOoOooUoOooooOo
gbobobooboooooobobobooboobooooooboobobob
gbobobooboooooobobobooboobooooooboobobob
gooobooobobooobo@obooooboobobooobooD
gbobobooboooooobobobooboobooooooboobobob
OooOo*d

gbooboooooobooboboboboooooobooboboboobooon
gbobobooboooboobooboboboboooooobobobob
gbobobooboooboobooboboboboooooobobobob
Ooo0o0o0oU0oooOooOoOo®O0O000000ooOoO0oOOoOoOOooooD
gbobobooboobooboobobobobooooooboobobon
00000000 ooOooooooooo®g

3.3 DOoOooobobobooboobooobooonoo
gbooboooooobooboboboboooooobooboboboobooon
gbobobooboooooobobobooboobooooooboobobob



WS ORLFEA TR O & OBIFRIC 510 %5 {5 v R ik i O
%%ﬁEdOT&U%@W@ﬁ»%‘Hi&q:%j‘?%%%@% V)jj 189
—KEO NERHICHEDMR ] ISR HHPRER L FARD L LT

TF

gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
0000o00o0ooooooU0oooooooM™oooooooooooo
gbooboooooboobooboboboobooooboobobobooooo
gboboooooboobobobobooboooboobobobobooooo
oobomoooooboooobouoooooooboooooboooo
go0o0oO0oOo0OO0OOo®0000ooooOosoopooooooooooon
O000000oooOOo00o0oOooooooOooOo®OooooUooooo
OoooOoSooUooooooooosopoopoooooooooooon
gboboooooboobobobobooboooboobobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gboobobobooboobobooo™@ooobooooboobooboo
gooooooobooobobboooobooobbooobooooobo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gboobooooooobobobobooobooobogoon
gboboboobooboobobobobobooooooboobobo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbobooooobooboboboooooobooobobobooobooo
gbobobooboooooboobobobooboooooooboobobo



190 [ <

gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
god
vboboooooboobobobooooobooobooboboboboon
gbobobooboobooboobobobobooooooboobobon
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gbobobooboobooboobobobobooooooboobobon
goooooooobooobooooooboobooooooooobobooooboogom
vboboooooboobobobooooobooobooboboboboon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
goobooobbooobboooobbooboboooobbooobon
gboboboobooooobooboboboooboobooooobooobobob
O0ooooooooYoooooUoUooooooooOoUUoooDoOoo
gboboboobooooobooboboboooboobooooobooobobob



WS ORLFEA TR O & OBIFRIC 510 %5 {5 v R ik i O
%%ﬁEdOT&U%@W@ﬁ»%‘Hi&q:%j‘?%%%@% V)jj 191
—KEO NERHICHEDMR ] ISR HHPRER L FARD L LT

TF

gbooboooooboobooboboboobooooboobobobooooo
0000000000000 oooooooooooosgoooooon
gbooboooooboobooboboboobooooboobobobooooo
gboboooooboobobobobooboooobooboomooooon
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gooooboooooooooboomoooobooooooooooboooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
ao
gbobobooboooooboobobobooboooooooboobobo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
oobooobooobooooobooobooboobomoooooboooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
oo
gbobobooboooooboobobobooboooooooboobobo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo



192 =

gbobobobooboooboobooboobobobooooo

U booboboooboboooboboobboooobooooo
gooooo

gboboooooobooboboboboooooooboboboobooon
gboboboboooboobobobobobobooboobboboobobon
gboboboobooboobooboboboboooooobobobon
gboboboobooboobooboboboboooooobobobon
gboboboobooboobooboboboboooooobobobon
gboboboobooboobooboboboboooooobobobon
gbobobooboboboobobobobooobooboboboboobon
gboboboboboooboooobobobooobooboooooboobobon
gboboboboboooboooobobobooobooboooooboobobon
gboboboboboooboooobobobooobooboooooboobobon
gmobooboobobobooboobobooobooboboobooD
gbobobooboobooooboboboboobooooomooooboon
gboboboboboooboooobobobooobooboooooboobobon
gboboboobobooboobobobobooooooboobobob
gboboboobobooboobobobobooooooboobobob
goobooobbooobboooobboooboooobboobn
gboboboobobooboobobobobooooooboobobob
gboboboobobooboobobobobooooooboobobob
200011100200 0000000000000 O0OO00DDOODDOO
gboboboboboooboooobobobooobooboooooboobobon
goooossgooobomuooooboooobooboboooobooon
oo0®¥0ooo0omoooooU0oooooooooooooooooo



WS ORLFEA TR O & OBIFRIC 510 %5 {5 v R ik i O
%%ﬁEdOT&U%@W@ﬁ»%‘Hi&q:%j‘?%%%@% V)jj 193
—KEO NERHICHEDMR ] ISR HHPRER L FARD L LT

TF

goboobooooboobooboboobboooboobooobooo
goboobooooboobooboboobboooboobooobooo
2000 0b0o0bbooboobbooobodbobooboUbbooobog
goboooooobgo
gdbooooboobooboboobooboboobuoobobuooboo
goboobooooboobooboboobboooboobooobooo
goboobooobuooboobbooboobobuoobboobbooo
goboobooobuooboobbooboobobuoobboobbooo
goboobooobuooboobbooboobobuoobboobbooo
goboobooobuooboobbooboobobuoobboobbooo
gbooboooooboomoooooooboobobobobooooobooo
goboobooobuooboobbooboobobuoobboobbooo
goboobooooboobooboboobboooboobooobooo
goboobooooboobooboboobboooboobooobooo
goboobooooboobooboboobboooboobooobooo
gooboboooooobobboooooboboboooguoobobomo
000000000 cell phone search®0 000000000000
O searches of data on cell phones'0 00000000000 OOOOO
goboobooobuooboobbooboobobuoobboobbooo
gobodbboobuooobooboo
gbobOosssgooooooobooboboobooboobooboobobo
0000000000000 0000000000000®00000000
goboobooobuooboobbooboobobuoobboobboon
goboobooobuooboobbooboobobuoobboobboon
goboobooooboobooboboobboooboobooobooo
0000000000000 0000oDOoO0®oooooooooooon
goboobooooboobooboboobboooboobooobooo



194 =

0“000000000000o0o000Uooooooo3’oUOoooooOO
gboboboboowkgb200000ooo3ibobobobooooooon
0000o0o0ooooo0o0U0ooooooUooUooooooosnooo
gboboboobooooobooboboboooboobooooobooobobob
gbobobobooboooboobooboobobobooooo
gboboooooobooboboboboooooooboboboobooon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gooobooobobooobooboobooobooboboboobomooD
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
O0o00oo0o00oo0o0ooOoOoUooOoOoooo®sOoooooooo
gbobobooboooooobobobooboobooooooboobobob
gbobobooboooooobobobooboobooooooboobobob
gbobobooboooooobobobooboobooooooboobobob



WS ORLFEA TR O & OBIFRIC 510 %5 {5 v R ik i O
%%ﬁEdOT&U%@W@ﬁ»%‘Hi&q:%j‘?%%%@% V)jj 195
—KEO NERHICHEDMR ] ISR HHPRER L FARD L LT

TF

gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gdo0ooOoOoOoOoOoOoOoOOOOOOOOOOUOUOOODODUODUOOOOOYY o
gbobobooboooboobooboboboobooooooboobobo
goobooooobooobobbooobooobbooobooooobo
gbobooooooobobobobooboooboooboobobobooobooo
O0Ooutofdatell 0000000000 OOOOO®OIODO0OOOOOO
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
go0o®opoO00000oooo0o0oooUooooOooooUooooOo
gboboooooboobobobobooboooboobobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gdooooOoOoooOooooOooOoDoODoOM™™
gbobobooboooboobooboboboobooooooboobobo
gbobooooooobobobobooboooboooboobobobooobooo
gbobooooooobobobobooboooboooboobobobooobooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gbobooooooobobobobooboooboooboobobobooobooo
gbobooooooobobobobooboooboooboobobobooobooo
gbobooooooboobobobobooboooooboobobobomoboon



196 [ <

gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gbobobobooooooon
gboboooooobooboboboboooooooboboboobooon
gboboboobooooobooboboboooboobooooobooobobob
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
0000oo0ooooo0o0UooooooOooUo*ooooooooooo
gboboboobooooobooboboboooboooooooobooboobon
gmobooboobooobooooooobooboboboboooboooboon
gbobobooboobooboobobobobooooooobobobon
gbobobooboobooboobobobobooooooobobobon
gbobobooboobooboobobobobooooooobobobon
gboobdoboooboooboboboooooboobobbooobooooboon
gbobobooboobooboobobobobooooooobobobon
gbobobooboobooboobobobobooooooobobobon
gboboboobooooobooboboboooboooooooobooboobon
gboboboobooooobooboboboooboooooooobooboobon
gboboboobooooobooboboboooboooooooobooboobon



ST ORLET O & OBIRIC 150 5 I AR O
BB S1 ROL OIET B HEAIIT S EREDH 0 )y 197
K0 [ BT S WIS T kL

TF

gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gboboooooboobobobobooboooboobobobobooooo
oo
gboboboobooboobobobobobooooooboobobo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gbmooobooooobooboobooboobooooboobooboo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gobooobooobooomoobouooboooobooboooooboooo
gboboooooboobobobobooboooboobobobobooooo
gbobbooobooooobobboooobooobbooobooooobo
gboboooooboobobobobooboooboobobobobooooo
gbooboobobooboobobooobooboboobooboobomao
gbooobooboooboooooooobooboboboboooboooboon
gbooboooooboobooboboboobooooboobobobooooo



198 [ <

gbooobooobomoooboobooooboobobooobooD
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gbooboboooooboobooboobooobobooooooboobobon
gboboboooooboooobobobooooboooooobooboobon
gboboboobooboobooboboboboooooobobobon
gboboboobooboobooboboboboooooobobobon
gboboboobooboobooboboboboooooobobobon
gboboboobooboobooboboboboooooobobobon
gboboboobooboobooboboboboooooobobobon
gbobobooboboboobobobobobooobobooooboooboon
gboboboboboooboooobobobooobooboooooboobobon
gboboboboboooboooobobobooobooboooooboobobon
gboboboboboooboooobobobooobooboooooboobobon
gboboboboboooboooobobobooobooboooooboobobon
gboboboboboooboooobobobooobooboooooboobobon
gboboboboboooboooobobobooobooboooooboobobon
gboboboobobooboobobobobooooooboobobob
gboboboobobooboobobobobooooooboobobob
gboboboobobooboobobobobooooooboobobob
gboboboobobooboobobobobooooooboobobob
gbobobooooboobooboobobobobooooo
bobooooobooboboboooooobooboboboboon
gboboboboboooboooobobobooobooboooooboobobon
2000000000000 o0oooboboboboboboobooboooboo
gboboboboboooboooobobobooobooboooooboobobon



WS ORLFEA TR O & OBIFRIC 510 %5 {5 v R ik i O
%%ﬁEdOT&U%@W@ﬁ»%‘Hi&q:%j‘?%%%@% V)jj 199
—KEO NERHICHEDMR ] ISR HHPRER L FARD L LT

TF

gbooboooooboobooboboboobooooboobobobooooo
00000oooooooooo™”o0ooooooooooooooo
gboobooboboobooboboooboobobmooboobooboo
gbooboooboboomoooboobooboobooooboobooboo
gbobobooboob2b00oboobooooboobooooboboobon
gbobooooooobobobobooboooboooboobobobooobooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gbobooooooobobobobooboooboooboobobobooobooo
gbobooooooobobobobooboooboooboobobobooobooo
gbobooooooobobobobooboooboooboobobobooobooo
gboooooooobobobobooboonoo
gooooboooboboboobooobomooboobooobooboobo
gbobooooooobobobobooboooboooboobobobooobooo
gboboooooboobobobobooboooboobobobobooooo
ooboooobooooobooboobooboooboooboooo
gboboooooboobobobobooboooboobobobobooooo
ooboooboobooooobooboobooboooomooboooo
gboboooooboobobobobooboooboobobobobooooo
O000000oooOo»#ooo0o0o0ooUooooooooUooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
goooooboobbbbboboboboooooooomooobobooboon



200 [ <

00000000000000000000000000000000000
0000000000000000000000@MO0000000000
00000000000000000000MO000000000000
0000000000000000000000000000000000
0000000000

N0000000D0MO000000000000000000000
Dooo0A0000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0MO0000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
00000000000 0000000000M000000035000
0000000000000000000000000000000000
0000000000®MO00000000000000000000
0000000000000000000000000000000000
000000000000000000000MO00000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000

000000000030 00000000000000002000
0ooo

00
e © o 0o 0 0o o o o D

EIDDDDDDDDDDDDDDDDDDDDDDDDDDD O



WS ORLFEA TR O & OBIFRIC 510 %5 {5 v R ik i O
%%ﬁEdOT&U%@W@ﬁ»%‘Hi&q:%j‘?%%%@% V)jj 201
—KEO NERHICHEDMR ] ISR HHPRER L FARD L LT

TF

0000000000000000000000000000000000
00000000000000000210000000000000000
0000000000000000000000000000000
00000000000000000000MO00000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
00D0D0D00000000000000000000000000000
00D0D0D00000000000000000000000000000
00D0D0D00000000000000000000000000000
0000000 MO000000000000000000000000
DO0®MO0000000000000000000000000000
00D0D0D00000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000070000
0000000000000000000000000000000000
000000000000000000000000®000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
000000000000000000000000000000000
00D0D0D00000000000000000000000000000
D0D0D0D000000000000000
000000000000000000mO000n00o0oo00n
0000000000000000000000000000000000
000D0D000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
00000000000000000000000000000000



202 =

gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboooooboooboobobobooooo
gboboooooobooboboboboooooooboboboobooon
gboboboobobobooooboboooooboobooobooooooboon
gooooooobooobboooobo22000b00oo0oooooooon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gomoooobooooooobooobooboobooooobooobooD
gbobobooboobooboobobobobooooooboobobon
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gbooobooobomoooboobooooboobobooobooD
ooreg
gbooboooooobooboboboboooooobooboboboobooon
gbobobooboooooobobobooboobooooooboobobob
gbobobooboooboobooboboboboooooobobobob
gbobobooboooboobooboboboboooooobobobob
gbooboobomoooboobobooboobobooboon
goooooooooooooooobooomoboooooboooboon
gboboboooobooboobobobobobooooboooobobobo
gboboboobooboobooboboboboooooobobobob
gbooobooobobooobooboobooobo@mobobooobooD
gboboboobooooooboboboooboobooooobooboobon
gbobobobobo2z1000b0oboboobooooooobooboobon



WS ORLFEA TR O & OBIFRIC 510 %5 {5 v R ik i O
%%ﬁEdOT&U%@W@ﬁ»%‘Hi&q:%j‘?%%%@% V)jj 203
—KEO NERHICHEDMR ] ISR HHPRER L FARD L LT

TF

D000000000000000000000%0
0000000000MO0000000000000000000000
D000000000000000000000000000000000
D000000000000000000000000000000000
N0000000000000000000000000000000000
D00000000000000000000000MO0000000
0000000000000000000000000000000000
000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
N0000000000000000000000000
000000000000000000000000000000000
D000000000000000000000000000000000
Dooo000000000000000000000000000000
D000000000000000000000000000000000
D000000000000000000000000000000000
D0000MO000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
0000000000000000000000000000000000
D000000000000000000000000000000000
0000000000 PCHO00000000000000000000
D000000000000000000000000000000000



204 =

gbobobobooobooooboobobobobooooo

g o 0O

gboooooobboooboboboooobbooooboboooobobboon
gboooboooboboooboobooboobobomooobooobooD
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gooooooooooomobooobooboobooooooboooboon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboooooo

gboboooooobooboboboboooooooboboboobooon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
goobooobbooobboooobbooboboooobbooobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
goooooooooooomooobooboobooooobooobooD
gboboboobooooobooboboboooboobooooobooobobob
gbooobooobobooobooboobooobobomoobooobooD
gboboboobooooobooboboboooboobooooobooobobob



WS ORLFEA TR O & OBIFRIC 510 %5 {5 v R ik i O
%%ﬁEdOT&U%@W@ﬁ»%‘Hi&q:%j‘?%%%@% V)jj 205
—KEO NERHICHEDMR ] ISR HHPRER L FARD L LT

TF

gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
oo
gbobobooboooooboobobobooboooooooboobobo
gbooboooooboobooboboboobooooboobobobooooo
gbooboomoobooboobooboobooooboobooboo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
obbfdz20000000o0ooo0oobobooooooooobooooboooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
gboboooooboobobobobooboooboobobobobooooo
oooboooboobo2100oo0oooboboooooooooboooooboooo
gboboooooboobobobobooboooboobobobobooooo
oooboooooooooobooobbooobooooooDobOobEoogo
gbooboooooboobooboboboobooooboobobobooooo
gbooboooooboobooboboboobooooboobobobooooo
g3sgboooooooboobobobooboooobooboomooooon



206 [ <

gboboooooobooboboboboooooooboboboobooon
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
gboboboobooooobooboboboooboobooooobooobobob
OO Internet of things(D OO OOO0OOCOOOOO0OOOOODOOOOCOO
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gbobobooboobooboobobobobooooooboobobon
gboboboo

O

0 0O0O0O000000O0O0O0O0OCOCOOOOO000sS0008s00000000000
Jo0ooobooomoooboO0o0o0oO0ooO0o0oO0oO0oOoO0oooboooobO0O00000000
gooooooooooOOooOooO0oooOoO0o0o0oOoOoooo0oOoOooon

0 OOO0OO0OO000000000000%00000000000000000000O
goob0oooO0oo0ooOoo0oooO0oOooO0oO0O0oocOoOooOooocOooOoOoooOooOoOooaon
Jo0ooooooooOo0O00000m@OoOo0ooooooooobo0o00000000
goboooo0ooO0ooo0oO0ooOooooooO0ooOo0ooOoOooO0oOooOoOoooOoOoboO0oon
g00e000O0O0O300000000O0DOOOOOOO0O0O0O0DO0O0OODOOOTO
go0ooooooOoOooOoboo0oOoooboOoOoooO0boO0ooooooOooOOOooo
goooOonooooooooooOoooo0ooooooo0o0oooooooo0ooon
0 OOO0OO0O000oOoOO0OO0O000OCocOoOO0OmOOboooOooOO0Oezo0800O2700

0 ObOoOoOoooooooo27rono

0 O0O00O00000O00oO0oo0oOO00O0oOob0O0o0O0O0O0O0cO0OO0O0Oo0oOooOoOooaon
go0oooooooooo0o0oooooobOOoboOo0o00ooooobo0O0o0000
goob0oooOooOooOoO0oooO0ooOoO0oOo0O0obocOoOooOooocOooOOoOoooOooOoOooaon
goooooooooooooo

0 O0O00O00000O00oO0oo0oOO00O0oOob0O0o0O0O0O0O0cO0OO0O0Oo0oOooOoOooaon
goboooo0o0o0oooooO0oO0oO0ooooOo0oOoOoO0ooooboOoO0000on



IS O RO & OBIRIC 31 5B AL O
EIOILE S0 RO Z OWET SRS 2R D )7 207
=OKED) TR RS W) BT 2 HIRER 2 FAin ) L C -

0 00O0O0O000OoOOoO000O0OO0O000000000O0000000 O0O0O0O@Ooo
Jo0Ooooooz00000542-5430 000000000000 0O000000000 O
0 (1)0635-6690 0 0 00019780 063500 00

0 OO0O0000000oooO0oO00O00O0000000O0000000000000DOAO
gooobooOoooooOoO0o0oO0oooobOoO0OO0O0booooO

0 OO00000000MO0000O0OooOO0OO00000000DOO0000000000O0
Jooboo0oO0oooob0O0000boOoD44-70000000020060067-690 000

10 D000OO0OOO0OO000000000000000oOoO0O0000000000000
JoooO0o0o0oO00ooOO0o0o0mboooOooz05000-000153-1790000

11 0000000000 00000000000O0000000000O0O0OO0O00O0
Jooooo0o0oo0oo0O0o0oO0oO0O0O0O000ObO00000000000000O0
0 OO InfoCom REVIEW 660 0 42-660 0 0 00 000000020160 0430000

12 00000000000 0000000000%0008000000000000
JooooOooO0O0O00000000000020001650000000000000
go00o0ooooooocO0oboo00o0oooOoOoOoOOoOoOO00o0oOooooOooOOO0nO
00000oo0oooo0o0oo0000o0ooooooobOo0o0O0ooooooobO0000
Jooooooo0O000000000000@mMObo0OB00000000000000
go00o0ooooooocO0oboo00o0ooOoOoOoOooOOoboOO00o0oOooooOooOOO0nO
gooooooo0oO0O00000000000000O0O0000000000000000
00000oo0o0ooo0o0oo000o0o0ooooooobOo0o0o0ooooooobO0O000
go00o0ooooooocO0oboo00o0ooOoOoOoOooOOoboOO00o0oOooooOooOOO0nO
00000oo0o0ooo0o0oo000o0o0ooooooobOo0o0o0ooooooobO0O000
Jodomooooo0o0o0o0ooOo0oO0o0ooooobooooboOo00000000000
go00o0ooooooocO0oboo00o0ooOoOoOoOooOOoboOO00o0oOooooOooOOO0nO
oo

13 0000000000000 00000000000000000000000000
goooooboooboOoO0ooodoooOoooOoooOooOOoOoocOoOooOoooOoonoon
goooooooO0oO0o0o0oO0O0O0o000O0oobooooOOoO0mOo0oOoooooO0ooo0n
Jo00oooooooo0o0oo0oooooooobOOoboO0oO00ooooooobOO000
goooooboooboOoO0ooodoooOoooOoooOooOOoOoocOoOooOoooOoonoon
Jo00oooooooo0o0oo0oooooooobOOoboO0oO00ooooooobOO000
Jo00o0oooooooOo0o0o0o00oooooobOOo0obo00oo0oooo0Boo00



208 [ <

goooooO0obOo00o0o0000O0b0O0000DO0O000000021000000
JO00o0oo0o0oo0Oo0O00000000000O000000000000O00000000
go0o0ooooomoo0oo0oO0o0oo0o0o0oOooooooooooOoOoOO0O0OO0O0O00n
JO00o0oo0o0oo0Oo0O00000000000O000000000000O00000000
000021000000000000000000000000O0OC0OO0O0O0OC0O000
g00oooooooooO0o000oOooOooOoOOboOO0O00OO0oOoooOoOOOO0O0O0n
JO00o0oo0o0oo0Oo0O00000000000O000000000000O00000000
gooooO0oO0o0o0oooo0o0oO00oooo0o0oO00o0oon

14 00O00000100128-1330000

15 D00000021000000000000000000000O0OO0O0O0C0O000
JO00o0oo0o0oo0Oo0O00000000000O000000000000O00000000
gooooooooO00oOooooOOooOoOO0OO00O0OO0ODbOO0OO0OOO0O0OmObOOOO0OoODbDO
J00o0o0ooooooO0ob0o00o0ooooooobO0oOo0oi10010-11000¢M
JO00o0oo0o0oo0Oo0O00000000000O000000000000O00000000
goooooooooOoOoO0OO0OO0OO0OO0OO0OO0O0OO0OO0OOOOOOOOOO0OOOOOOO0O0O0
JO00o0oo0o0oo0Oo0O00000000000O000000000000O00000000
JO00o0oo0o0oo0Oo0O00000000000O000000000000O00000000
f1000000000000000C0OCCOOOOO0O0O0OOOOOOOOOOO0O0
0000MmoomOooooooooooooboooo0ooooooooo0oo00000
00000000000 0000000000O0O000000000210000000
go0ooooooooOoOo0OO0OO0OO0O0OO0OO0OO0OO0OO0OOOOOOOOOOOOOOOO3O
0ooooooooobo0o0o0oO0oo0o0oO0oO0oo0ooooooob0O00000000
JooooO0o0o0ooooo0o0oO0o0oooOoOO0000oooaO

16 D000D0DmMOOOO0000000mMmOoOoOoOoO00000ooooooOoO000000
000000 mo0o0o0o00000000 O00000001930042700000
goooo0O0O0O0000000000000019%0022600000000000000
g0o0oooooooooO0o00O0ooOoooOoOOoOOO00O0oOoOoooOooOoOOO0O0O0n
gooooO0o0o0o0oooo0oO0o0o00oooO0000o0oOO00000booOo0OO0

17 DO000000BOO000000000O000000000021000000000
g0o0oooooooooO0o00O0ooOoooOoOOoOOO00O0oOoOoooOooOoOOO0O0O0n
Joobo0o0o0oooob0000boo0OmOonoo1e970bl200000000000
000000636000 OO0O0000ODOOOOOO0O0O0O0O0O0O0O0OODOO1300



WS ORLFEA TR O & OBIFRIC 510 %5 {5 v R ik i O
LR S RO ZORET BRI T 5 & DD 0 209
—KEO TERICHES R ICBT A HPREREZFA»D L T-
00000000000 b000000000021000000000000000DO0
000000000 00000D00D0000000000O00000000000DO0
00000o0o00O0o0o0oOO0obD0o0O0o0o0O0oOOoooO0O0oOOo0ooDOoDO
000000000 00000D00D0000000000O00000000000DO0
000000000 00000D00D0000000000O00000000000DO0
00000o0o00O0o0o0oOO0obD0o0O0o0o0O0oOOoooO0O0oOOo0ooDOoDO
000000000 00000D00D0000000000O00000000000DO0
Ooooooooooom

18 0000000000000 0D00O000D0O00O00DO00O000O00O0D0DOO0
00000D0O0000000000D0000000000O0000000000O0DO0
00000D0O0000000000D0000000000O0000000000O0DO0
00o0o00o0o0oO0oo0O00oo00o0O0oDOO0OooOO00ooooOooo
19 000000000000 00D00000D0000000D000000000000
00000D0O0000000000D0000000000O0000000000O0DO0
000000000000 Oo0o0mOooooooo0oo0ooooomoooDooo
00000D00000000000D0000000000O00000000000DO0
00000D00000000000D0000000000O00000000000DO0
00000o0o0o00O0o00o0oO0oD0o0O0o0oO0ooOO0o0ooO0O0DOo0o0oDOoDo
00000D00000000000D0000000000O00000000000DO0
00000D00000000000D0000000000O00000000000DO0
00o00000o0O0o0o00o0O0oo0oo0DO0oO0O0o0O0oOO0ooO0ooOoDmoOooDoooo
00000D00000000000D0000000000O00000000000DO0
00000D00000000000D0000000000O00000000000DO0
00000o0o0o00O0o00o0oO0oD0o0O0o0o0O0ooOO0o0ooO0oO0oDOo0oo0oDOoDo
00000D00000000000D0000000000O00000000000DO0
oooo

20 J0O000OO0O0O0O00OoOO0O0OoO0DOOoU0OOoO0OODO0oOO0OoOO0OoOoOooOoDoO
00o0o0o0oooo0oooooooo

21 U.S. CONST. amend. IV.

22 Katz v. United States, 389 U.S. 347, 360-361 (1967) (Harlan, J. concurring in the judge-
ment).

23 See Brigham City v. Stuart, 547 U.S. 398, 403 (2006) .



210 R

24 See Vernonia School District 47] v. Acton, 515 U.S. 646, 653 (1995).

25 See Kentucky v. King, 563 U.S. 452, 459-460 (2011).

26 Weeks v. United States, 232 U.S. 383 (1914).

27 See id. at 392.

28 Chimel v. California, 395 U.S. 752 (1969).

29 See id. at 763.

30 United States v. Robinson, 414 U.S. 218 (1973).

31 D0O0000O0O0o0ooo0oo0o0O0ooOoobo0oooOooooooooOo0oo0o0oooo
00000019810 000000BeltondD0O0OOO0ONew York v. Belton, 453 U.S.
45419811000 0000000000000 DOOOOO0O0O0OOOOO0O0OO0OOOO
0000000000 o00oU0oo0o0oooOOU See Belton,453U.S. at4570 000
gooooboobooooboooboobOobobOooobOooboobOooboooooon
gooooooboobOo0oooOoOooO0ooO0oOoboOoOooOoooOoooOOoooOooooon
0000000000000 000o0o000o0ooU00oO0O0OOO0O0ooOoUOO0aon See
Gustafson v. Florida, 414 U.S. 260, 265 (1973)0 00 M 000000000 0OOODOO
0000000 mMO0D0000000D00O investigative detentionfD 00000000
00000000 Onon-custodial arresttD 0 0 0000000000000 O00OOO
000000000000 00OOcitizen’s arrestt D0 0000 O00D0O0O0O0OOOO
gooo0o0ooooOoooOoo0oOoOoOoO00ooOoOoOoOooOOoOo0oooOoOoO0OooboOoOooon
goooO0oooOoboooooOoomobooooooooooboO0oooboOoOoooooooon
goooobooboooooooboobOobobOooobOoobOoobooboooooon
gooooooboobOo0oooOoOooO0oO0oOoboOoOooOooboOooOoOOoooOooOooon
0000000000000 000o0oO000o0ooOU00oO0OoOOO0O0ooOOoUOO0aon See
California Penal Code 8 490.5 (f)(4)(2015); Montana Code Annotated§ 46-6-506
(2015).

32 See Robinson, 414 U.S. at234-2350 0 00 0000000000980 0000000
00 Terry v. Ohio,392U.S.1[1968]0 0000 M 0000000 OOOOOOOOO
0 0O Oreasonable suspicion ] D00 0000000000000 0ODOOOOOOOOO
goooooOoooobOo0oooOoooO0ooOO0OoboOoOooOooOboOooDOOoOoooOooOoOooon
goooobooboooooooboobOobobooobOooboobooboOooooon
See Terry,392US. at240 00000000000 0O0O0OO0OO0OO0O0OOODOODOO
gooooooboooOo0oooOoooO0oO0oO0oboOoOoooooOoDooOOooboOoooon



WS ORLFEA TR O & OBIFRIC 510 %5 {5 v R ik i O
LA S RO ZONET HEHI KT HRE DB 1 7 )
—KEO TEEICHE SR BT 2HRER e T2 &L T-
goooo0omooooooooobooooooOooooooooboooooboOoooon
gooooOoooO0oO0oo0oooooboO0ooOoooooOoOooOoooOoooOoobooboOon
gooooO0OoooO0o0oOooOoOoOoooOoOoOoOoOoU0OoOoboOo0ooOOoOoOooDooOom
00000 128000075-930000000000000000 0020020 077-780
ooo

33 See Robinson, 414 U.S. at 2350 See also Gustafson, 414 U.S. at 265-2660 0 0 00 00O
gooooOooo0o0o0oOo0oooooO0OooOoooooOoOooOooooooOoooboOon
goooOooooooooOooO0oOoOoooOobOo0oOoOoooobobo0oOoooo

34 See Robinson, 414 U.S. at2360 0 00 0000000000000 0DOOOOOOOO
gooooooo0ooO0ooO0OoooooO0ooOoooOoobOOoOoboOooooooOooOoboOon
gooooooo0ooO0ooO0OoooooO0ooOoooOoobOOoOoboOooooooOooOoboOon
000000000000 00000000000D00000immediately associated
with the person of the arresteed D000 000000000000 000O0OOOSee U-
nited States v. Chadwick, 433 U.S. 1, 15 (1977).

35 Arizona v. Gant, 556 U.S. 332 (2009).

36 Seeid.at3430 0000000000000 0O0O0OO0OOOOOOOODOOOOO
g0s310o000o00ob0o0o0oo0ooboO0ooOo0ooo0ooooooOooooooOoooOon
gooooO0oOooOo0ooooO0OooOOopoUOOooboO0oOoooOoOoOoooooOooooooo
gooooOoooOo0oo0oooooboO0ooOoooOooOOoOooboO0ooooooOoooOon
0000000000000 0000000000O000Ocontemporaneous incident[T]
0000000000000 000000Ocontainer0 0000000000 OOOO
Jo0000ooOo0o00O0oO0o000D0omMOo0U0o00o00DOoOO0O0UOgany ob-
ject capable of holding another object(lJ 0 0 00 OO OO O See Belton, 453 U.S. at 460-
4610 0000000000000 000OO000DOOO00O0OODO0O0O0OOO0O0ODOD
gooooOoooO0oO0oo0oooooboO0ooOoooooOoOooOoooOoooOoobooboOon
gooooOoooO0oO0oo0oooooboO0ooOoooooOoOooOoooOoooOoobooboOon
gooobooooooboooobooooo
37 O0OOoO0oOO0O0O0O0O0OOO0O0b0O0bOoOO0OOoO0OOOoOO0O0OO0O0OOO0OoboO0DOO
gooooOooooO0o0oobooooO0OooOooboOoOOoOoboO0oOooboOoooboOoobOboOn
goooooO000oooooOoOooooooOooo4oom
38 See Gant, 556 U.S. at 343.

39 Riley v. California, 134 S. Ct. 2473 (2014).



212 R

40 JO0ODOO0OO0OOOOO0OOOOOO0O0OOOO0O0DOOOO0O0OOO0O0OOO00O0DOmOO
0000000000000 D000000000000000O0]legitimate0 00000
goo0oooOooOoopoO0ooOoopoO0oOo0oOoooooOoooOooooooooooo
000000000 Seedd. at24840 0000000000000 DO0O0OO0ODODOOOOO
goooooooooOo0oooOoOooO0ooO0oO0obo0oOooOooocOooOoboOoooOoooOoon
goo0ooo0ooOoopoO0ooOoOopoO0oOo0oOooO0oOooOoooOooooooooooo
O0000OSee id. at24880 0 000000000000 DOO0DOOOOOOOOOOOO
ooboooooooo

41 Seeid.at2484-24350 0 J 0000000000000 O0ODOOOOOOOOOODOO
goooooooooOo0oooOoooO0oOO0OoboOoOooOooOoOooOoOoOoDooOoooon
goooooooooOo0oooOoooO0oOO0OoboOoOooOooOoOooOoOoOoDooOoooon
0000000000 00000D0O00D00000 See Smallwood v. State of Florida,
113 So. 3d 724, 736 (Flall 2013).

42 See Riley, 134 S. Ct. at 2485-2486.

43 00000000 O0OOO00O00DOO0O0OO0DOO0O0O0OOOO0ODOOOOOoOooOOoO
0000000000000 00000000000 exigencies of the situation 00 0O 0O
00000000 See King,563U.S. at4600 00 D 0000000 O0OODOOOOO
0000000 See Riley, 134 S. Ct. at 2487-2488.

44 See Riley, 134 S. Ct. at2486-24870 0 0 00000000000 OOOOODOOODOO
goooooooobOo0oooOoOooO0ooO0oOoboOoooooOoOooDooOOoooOooOooon
goo0oooOoo0ooOpoOoooOoooO0oOo0oOooooooooOooooooooooo
0000000 See id. at24840 0000000000000 O0O0OOOOOOOOOO
00000000 0Oreduced expectation of privacylD DD 00000000000
[ heightened law enforcement needslJ 0 0O 00O 00 OO O O unique circumstances[T]
0000D00D000See id. at24920 00 000000000000 O0OOOOOOOO
goooooOoobooobOoO0oooOoOooO0ooO0oOoboOoOooOooOoOoDobOOooDooOooOoon
0000000000000000000000D0000000O0 See Leslie A. Shoe-
botham, The Strife of Riley: The Search-Incident Consequences of Making an Easy Case Sim-
ple, 75LA. L. REV. 29,40 (2014)0 0 0000000000000 DOOO0ODOOOOO
goooobooboooooooboobOoobooobooboobooboOoooOoon
gooooooboobOo0oooOoOooO0oO0O0oboO0oOoOoOooOocOoDOOOoDOOoOOo0oO0on
goooO0o0ooooOoOooooO0OOoO0O0O0ooOoO0oOoOooOOoOoOoOooOoOO0OooOboOoOooaon



IS O RO & OBIRIC 31 5B AL O
IR U R ZOP ST AT ARk ) i .
—KEO TEEICHE SR BT 2HRER e T2 &L T-

Jooooooo0omOoOo0o0ooo0oO0o0oooooboooob0Oo00000000000
Jooooooo0o0o000000000000O0O0O0O0000000000000000
go000oo0oooooocO0ooO0o00oO0oO0ooOoOooOOoboOO00o0oOoOoOooOooOoOO0O0nO
00000o0o0o0oo0o0oo00000ooooooobOo0o00ooooooobO0000
000000000000000000000 See id. at 34-35, 69-70.

45 See Riley, 134 S. Ct. at 2489-2490.

46 ODO0OO0D0OO0OO00OO0OO0OO0OOOOOOO0O000O0O0O0O0OOOOOO0000O0O0O0O0ODOAO
00000o0o0o0oo0o0oo0000o0ooooooobOo0o0O0ooooooobO0000
go000oo0oooooocO0ooO0o00o0ooOoOoOooOOoboOO00oO0OOooOooOooOooOOO0O0nDO
00000o0o0o0oo0o0oo0000o0ooooooobOo0o0O0ooooooobO0000
23000131000000000000000 PCOODOODOOOOOOOOOOODOO
go000oo0oooooocO0ooO0o00o0ooOoOoOooOOoboOO00oO0OOooOooOooOooOOO0O0nDO
Jooooooo0O0000mOoO0o0o0oooooboooob0o00000000000
00000o0o0o0oo0o0oo0000o0ooooooobOo0o0O0ooooooobO0000
0000000000000C0O00O0000% 00002180000 00000000
00000o0o0o0oo0o0oo0000o0ooooooobOo0o0O0ooooooobO0000
gooooOooOo0O00000000%00002180000000000000000
go000oo0oooooocO0ooO0o00o0ooOoOoOooOOoboOO00oO0OOooOooOooOooOOO0O0nDO
gooboO0oo0o0oobO0O0000oOobOO0O00000

47 ODO0O0O0OO0OO00O0OO0OO0OOOOOOO0O000O0O0O0O0OOOOOO00000O0O0O0O0AO
gooooOooO0oO0OO0O0O0m@mOoss000ooooboooobo0o000o0o0oonoooon
000See Riley,134S. Ct. at24910 000000000000 0D00000DOO0OOO
00000o0o0o0oo0o0oo0000o0ooooooobOo0o0O0ooooooobO0000
000000000 See State of Ohio v. Smith, 124 Ohio St. 3d 163, 167-168 (Ohio 2009).
48 See Riley,134S. Ct. at24910 0000000000000 0O000DOO0OOODODO
Jooooooo0o000m@mOoo0o0oo0oooooboooob0Oo0000o00o00000
go00o0ooooooocooo00ooooOooooOoOooOO0O0oOooooooOooOOo0nO
goooooooo

49 OD0OO00OO00000O0O0OOO0OOO0O00000O0O0O0OO0OOO00000O0O0O0DOAO
000000000000 O0o0000Se Riley,134S. Ct. at24910 000000000
Jo00oooooooo0o0oo0oooooooobOOobooO0ooooooobOO00O0
Jo00oooooooo0o0oo0oooooooobOOobooO0ooooooobOO00O0



214 =

oooooooooOobo0obOoOoDOoOOobOO0OoOo0ooO0oooOoobOboOooOOoOoo0n
00000000000 See George M. Dery III and Kevin Meehan, A New Digital Di-
vide ? Considering the Implications of Riley v. California’s Warrant Mandate for Cell Phone
Searches, 18 U. PA. J.L. & SOC. CHANGE 311, 331 (2015).

50 See Riley, 134 S. Ct. at 2493-2494.

51 0000000000000 000DOO Alan Butler, Get a Warrant: The Supreme
Court’s New Course for Digital Privacy Rights After Riley v. California, 10 DUKE J. CON-
ST. LAW & PUB. POL’Y 83, 94 (2014); H. Rick Yelton, Riley v. California: Setting the
Stage for the Future of Privacy by Distingishing between Digital and Physical Data, 60 LOY.
L. REV. 997, 1031 (2014).

52 See Riley, 134 S. Ct. at 2489.

53 0O000MOOo0OoO0O0ooOooO0ooooOooooOooooOooooooOoooDoD
oooooooooOoobOo0obOOoOoDbOoOOoOO0OoOo0oo0ooboOoDOoOOooDoOooo0on
oooooooooOoobOo0obOOoOoDbOoOOoOO0OoOo0oo0ooboOoDOoOOooDoOooo0on
0000000000000 0000000000OOI See United States v. Miller, No.
13-20929, 2014 WL 367106200 at 2-3 (E.D. Mich( 2014).

54 Skinner v. Railway Labor Executives’ Association, 489 U.S. 602, 628 (1988).

55 Florence v. Board of Chosen Freeholders of the County of Burlington, 132 S. Ct. 1510,
1523 (2012).

56 Maryland v. King, 133 S. Ct. 1958, 1980 (2013).

57 0000000000000 O0OU00000000000O0OO0O0DO0housed OO
ooooooomoooooooo0oboooOooboooooOobOOooooDoooboonono
OO0OkeydOOODODODOOODODODOODOOODODODODOODODDOOOOODODODOOOO
0000000000000 000000000O0O00O00O0nO See Dery 1T and Mee-
han, supra note 49, at 33101

58 000000O0O0OO0O0O0OO0OO0O0OO00O0O0O0O00O00O0OO0O0DOOOOO000000O

00000000000 makes little differencel 000000000000 See Riley,
134S. Ct.at24910 00 0000000000000 OD0O0O0OODOOOOUODOODOO
oooooooooOobo0obOoOoDOoOOobOO0OoOo0ooO0oooOoobOboOooOOoOoo0n
0000000000000 000 See Yelton, supra note 510 at 103100000000
oooooooo0ooOobOo0obOOoOoDOoOobOO0OoOo0oo0ooboOoobOboOooOooo0n
oooooooo0ooOobOo0obOOoOoDOoOobOO0OoOo0oo0ooboOoobOboOooOooo0n



WS ORLFEA TR O & OBIFRIC 510 %5 {5 v R ik i O

EIOILE S0 RO Z OWET SRS 2R D )7 o1
—KEO TERICHES R ICBT A HPREREZFA»D L T-
000000000000 third-party doctrine D 0000000000000 OO0OO
gooooOooo0o0o0oOo0oooooO0OooOoooooOoOooOooooooOoooboOon
J0000000000000000000000D0O See Dery IIT and Meehan, supra
note490at3320 0 0000000000000 OOOOOOOOOOOOOOODOODO
gooO0oo0oo0o0O0O0DO0O0D0O00DOO00O0o0000000 33000029-35000
goooooz01500310000

59 0000030002700 000009%24000000036000000015000
9150 00000000020 005000000000

60 See Riley, 134 S. Ct. at 24910

61 See id. at 24850

62 O00O00003BOIMMOIOOOOOODOODODOODOOD DOO0O0O0b210004000M
316-3340 00000019970 03190 000

63 O003BOOOOOO0OO0O0O0O0ODOOOO0OO00O00O0000O0O000O0O0DOOO
gooooOoooo0oOo0oOooooboO0OooOoooOooOOoOooOooooooOoOooOoboOon
gooooooOoOo0ooO0OooOfoopoOoooUoooOooOoOooOooooooOoooDOoo
000000 OO0 O00O00201300240-24100000000000000000
gooooOoooo0oOo0oOooooboO0OooOoooOooOOoOooOooooooOoOooOoboOon
gooooooOoOo0ooO0OooOfoopoOoooUoooOooOoOooOooooooOoooDOoo
goooobOo0o0O00ODOO0O0bO0oO0O0O0OOO0OboO0oOooOooOs3snoooooooon
gooOoOooOO0o0o0o0ooOO0oO0O0O0O0oooOOo0o0oOoooooboboOon

64 D0MDOOOOO00O0OO0OO0O0OO000OODOOO0OO0OOOOO0OOD1I0000
2220 00000004600000000000000000D000O0O0DO0O0O00O0DOODO
gopoeooofzieoooood

65 0000000000 0000OODOO0O0O0O200700532000000000170130
Oooo

66 D0ODO0DO0O0OO0OO0O0OO0OO0O0OO0O0O0OODOOO0ODOOO0ODOOO0OOO0O00O0O000000O0DOOO
gooboooboooooooboobOoOobOOoOoOooObOobODbOobObOOoOoobODbOoD
goooooooooooboooooo

67 DO0UOOOODOOOOSIMOOOOOOOOOOOODOOUOOOOOOOOOOO
gooboooboooooooboobOobobooooobOobODbUobObOOooOooboDbOooD
goooooooO0oO0Obo0oooboooboO0Ooo0oooOoDbOOoOoboO0oOooboOoooboOooOboOon
goo0ooOoO0oooOoooooooosSIMOOOOOOOOOODOOOODOOOO



216 R

goooooooOoOo0oooOoOooO0ooOO0O0obo0oOooboOooOoOoDOOoOoooOooOoon
joo0ooOoooOoooOooooooo sSIMOODOOU0OoOoOoOoOODOoOoOoooOO
JU00000000o0o0o00000ooo0o0oo0ooOoICT World Review O 0 O
0012-38000000000000000020150000000000000000A0
gooooooooOo0oooOoOooO0oOO0O0obo0oOoOoOooOooOoDOOoOoooOoooon
goo0oooOooOoOopoO0OooOoOooO0oOo0oOoooOooOoooOooooooOooooo
gooooooooOo0oooOoOooO0oOO0O0obo0oOoOoOooOooOoDOOoOoooOoooon
oooooood

68 See Federal Communications Commission, In the Matter of Implementation of the
Telecommunications Act of 1996: Telecommunications Carriers’ Use of Customer
Proprietary Network Information and Other Customer Information, CC Docket No.96-
1150 Declaratory Ruling (released June 2701 2013) 0 FCC 13-89(1 28 FCC Red 960901 9613.

69 See id. at 9615.

70 D00O0O0OO0OO0O0OO0OO0O0OO0OO00O00O000O000O00O000DOO0O0O0O00000O
goo0oooOooOoooO0ooOoooO0oOo0OooO0oOooOoooOooooooOooooo
goooooooooOo0oooOoOooO0ooOO0O0oboOoOooOooOoOooOoOOoooOooooon
goooO0Oo0Oo00ooOOOoO0OO000O0O000000o0oooOob0b0000ooooObOs2000Mmm
gooo0O0oooo0oooooO0ooooO0OoOooOoO0ooOoOoOoooOooOOOoooOoOoo
goooooooooOo0oooOoOooO0ooOO0O0oboOoOooOooOoOooOoOOoooOooooon
goooooooooOo0oooOoOooO0ooOO0O0oboOoOooOooOoOooOoOOoooOooooon
gooo0oOooocoOoOoooO0OooOOoOoO0OooCooooU0ooboooooooooo
gooo0oooOboOoOoooOOoO0O0DOOO0O0oOob000OobOOoOeOOO0DmMOoOOononon
goooooooboooOo0oooOoOooO0ooO0oO0oboOoOooOoooOooOoOOoooOooooon
goo0oooOoo0oopoO0ooOoooO0oOo0oOooOoooOoooOooooooooooo
gooO0o0Oo00o0O00b0oOoec0bODbOOO20032000000000000000A0
goooooooboooOo0oooOoOooO0ooO0oO0oboOoOooOoooOooOoOOoooOooooon
gooooboobooooooobOoobOobobooobOooboobooboooooon
goooO0oooOooOoOooOooOoOoOOoOoO0OoOob0O0o7nDoo@mobo0ooooboooooon
gooooooboOooOoOoooOoOooO0oOO0O0oboO0oOoOoOoOboOoDOOOooOOoOOoO0n0on
gooooboobooooooobOoobOobobooobOooboobooboooooon
gooooooboOooOoOoooOoOooO0oOO0O0oboO0oOoOoOoOboOoDOOOooOOoOOoO0n0on
e 00MoOooobooooooooooboooobooooooooooOooooon



TS OREEA R O PR & OBITRIC 351 %l 5 Fvm A% O

B0 IO Oy T K 2 Rk b 0 s o7
—KEO [EMHICHES BRI A HFEREYFR2) E LT
0000D0D0000O000000000000000000000000000000
00000000000000000000000000000000000000
000000000000000000000000000000000000000
000000000000000000000000000000000000000
000000000000000000000000000000000000000
000000000000000000000000000000000000000
00000O0mMOD0O00000000000000000000000000000
0000O0000D0D0000000000000000000000000

71 0000000O0OO0OOO0000000000C00100343-3480000

72 0000000100195-1960000000000000000000000000O
000000000000000000000000000000000000000
000000000000000000000000000000000000000
0000000000000000O0O0O0O0OOMONDNNNNNnnnnnnnnn
000000000000000000000000000000000000000
00D0O0000000000000

73 00000001001430000

74 00000 consent searches] 00000000000 000000000000OO
0000000000000000000000000000000000000000
J000000000000000000000000Schneckloth v. Bustamonteld
412 U.S. 218, 228-229, 233 (1973).

75 00000O00O0O000000000000000000000000000000
OODO000 2700000-4400000000000020040000000000
000000000000000000000000320000000000000 108
oooo

76 DD0DDO0OO0O0O000O0000OO0O000000000000000000000
000000000000000000000000000000000000000
00O0mMOO000000000000000000000000000000000
0000000000000 MO0000000000000000000000000
000000000000000000000000000000000000000
0053000200 0032000670000000000000530000000382000
16720 000000000000000000000000000000000000
00000000000ON00002012004260000



218 R

7t DO0@moo0oooOoooooOooo00oobOOoo0oooo0oooboOoOoooOobO0oO00oDoon
goooooooOoOo0oooOoOooO0ooOO0O0obo0oOooboOooOoOoDOOoOoooOooOoon
goo0oooOooOoopoOoooOoooO0oOo0oOooO0oOooOoooOooooooOooooo
0000000000000 0O000D0O0DoO000O0OO00U0O0DOOSee United States
v. Matlock, 415 U.S. 164, 169-171 (1974)0 0 000000000000 O0O0OOOOO
goo0oooOooOoopoO0ooOoopoO0oOo0oOooOoOooOoooOooooooOooooo
0000000000000 00common authorityD 0O 000D OO00ODOOOO
[ other sufficient relationship0 O 0 0000000000000 000OOOOOO0O0O
gooo0ooOoooOooooO0OooOooO0OoOooO00oOoOoOoOooooom@moooooo
goooooooooOo0oooOoOooO0ooO0oOoboOoOooOoooOooOoOOoooOooooon
0000000000000 0000000OSee Sharon E. Abrams, Third-Party Consent
Searches, the Supreme Court, and the Fourth Amendment, 75 J. CRIM. L. & CRIMINOLO-
GY 963,993 (1984 000000000000 OO0O0OODOOOODODOOOUmere
property interesttH 00 000000000 00000O0O000O0O0OO0OOOO
0000000000000 0O00mutual use of the property by persons generally hav-
ing joint access or controll D0 000000000 0O0OO0O0OODOODOO See Mat-
lock,415U.S. at171,n.700 0000000000000 O0OO0OO0OOOODOOOOO
See Abrams, supra note 77, at 976, n.560 0 00 0000000000000 O00OOOO
goooooooooOo0oooOoOooO0ooO0oOoboOoOooOoooOooOoOOoooOooooon
goooooooooOo0oooOoOooO0ooO0oOoboOoOooOoooOooOoOOoooOooooon
goo0ooo0ooOoooO0ooOoopoO0oOo0oOooOoOooOoooOooooooooooo
goooooooooOo0oooOoOooO0ooO0oOoboOoOooOoooOooOoOOoooOooooon
goooooooooOo0oooOoOooO0ooO0oOoboOoOooOoooOooOoOOoooOooooon
00000000000 00000000See Tompkins v. The Superior Court of the
City and County of San Francisco, 59 Cal. 2d 65, 68-69 (Cal. 1963(0 00 0000000
gooooooooOo0oooOoOooO0oOO0O0obo0oOoOoOooOooOoDOOoOoooOoooon
goooobooboooooooboobOooboooooboboDboobooooOon
goooooooOooOo0oooOoOoboO0oOO0O0oboO0oOobOO0oOboOoDOOOoDOOoOoOoO0O0n
0000000000000 oO0o0oO0o0oDO0OooOO0ODO0O0O000See Wayne R. La-
Fave, Search and Seizure; A Treatise on the Fourth Amendment, Vol.4 (5th Ed., West,
2012)0at207-2080 DO O O0OOOOOO0O0OOOOOOOOOO0MOOOOOODOO
goooooooOoOo0oooOoOooO0ooOO0O0oboO0oOobOOoOboOoDOOOoDOOoOOo00on



IS O RO & OBIRIC 31 5B AL O
EIOILE S0 RO Z OWET SRS 2R D )7 )1
=OKED) TR RS W) BT 2 HIRER 2 FAin ) L C -
00000o0o0o0oo0o0oo00000ooooooobOo0o00ooooooobO0000
00000o0o0o0oo0o0oo00000ooooooobOo0o00ooooooobO0000
go000oo0oooooocO0ooO0o00oO0oO0ooOoOooOOoboOO00o0oOoOoOooOooOoOO0O0nO
00000o0o0o0oo0o0oo00000ooooooobOo0o00ooooooobO0000
00000o0oooo0mo0om@ooooobooooo0ooooooooooooo00o
go000oo0oooooocO0ooO0o00oO0oO0ooOoOooOOoboOO00o0oOoOoOooOooOoOO0O0nO
00000o0o0o0oo0o0oo00000ooooooobOo0o00ooooooobO0000
00000o0o0o0oo0o0oo00000ooooooobOo0o00ooooooobO0000
gooooOoOoOo0ooooOoO0oO0OO0O0O0CoOoOO0OO0OO0O00OCOOoOO0OO0OO0O0OOOOO0O00O
78 OD0O0O00O00O0O100321-3250000
79 000000000O0O000O001003120000
80 ODOOOOOOO00O0OOOODOOOOOCOOO0OOO0OO0OOOOOOOODOOOOOO
Jooomoooo0oo0o0ooOo0oO0o0oooooboooobO0O00000000000
00000o0o0o0oo0o0oo00000ooooooobOo0o00ooooooobO0000
go000o0ooooooobo21000000000000000O000COOCDOO
0000000000000 RBooooobO0O0O0o0000o0o0oooooobO0000
gooboo0oO0oo0oooo0o0oO0o0oooboo0oO0000o
81 ODOOOOOOO0OOO0OOOODOOOOOOOO0OOO0OOOOOOOOCOODODOOOOO
Jobomooooo0oo0o0ooO000ooooboooob0Oo00000000000
Jooooooo0O00mOoOoOo3s00ooooboooobo0o0ooonoononoonon
go00o0o0ooooooOoOoobOOoO0000omooooOoobOOoOo0oOoOooooooOmon
goobooOoooooOoO0oOoOoooooboooo



220

R



